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IDENTITY THEFT

▪ Identity Theft

The fraudulent use of a person’s private identifying 

information, usually for financial gain.

▪ Names and dates are changed to protect the 

victim’s identity.



IDENTITY THEFT

▪ Ways the fraudster obtains your personal 

information.

• Dumpster Diving

• Dark Web

• Department Store hacks

• Restaurants and servers

• Anywhere your information is the criminals can 

steal it.  



IDENTITY THEFT

❑ Different types of ID Theft:

1. Social Security ID Theft

2. Financial ID Theft

3. Driver’s License ID Theft

4. Criminal ID Theft

5. Medical ID Theft

6. Insurance ID Theft

7. Synthetic ID Theft

8. Tax ID Theft

9. Child ID theft



IDENTITY THEFT

❑ Types of ID Theft used to commit this act:

1. Social Security ID Theft

2. Financial ID Theft

3. Driver’s License ID Theft

4. Criminal ID Theft



CASE STUDY

❑ What was needed/used to steal the victim 

identity.

1. Personal information (DOB, Social Security 

number, full name, current address and previous 

address).

2. Fake/Fraudulent ID (used different state)

3. Fake/Fraudulent documentation.



CASE STUDY

❑ Case Summary

• The suspect first obtained the victim’s personal 
information through illicit means.

• The suspect then  made and/or purchase a fraudulent 
ID with his Picture on it.

• The suspect hid his actions by changing information 
online.  

• The suspect then used the victim’s personal information 
to open a bank account.

• The suspect then used the victim’s information and the 
bank account created to access and obtain the 
victim’s  Credit.

• The credit was used to purchase items for his personal 
gain.



ELEMENTS

➢ Suspect obtained the victim’s personal information 

(unknown how the information was obtained)

➢ Used the United States Post Office web-site, along 

with the victim’s personal information to put a hold 

on all in-coming mail to the victim’s real address.



ELEMENTS

➢ The suspect first opened a Sam's Club account 

using the fake fraudulent ID.  

➢He then used the Sam's Club account along with 

the victim’s social security number to apply for a 

Credit Card at the store.

➢ The suspect then made multiple credit transactions 

on the fraudulent account.

➢ The suspect is seen on video buying liquor from the 

Sam's Club liquor store.



ELEMENTS

➢ The suspect then used a fraudulent ID to obtain a 

real bank account.  The suspect placed a small 

amount of money in the bank account to open the 

account.

➢ The suspect later attempted to take a loan out 

from the bank online.  When denied, the suspect 

then went to a different bank branch and 

attempted the loan again.  The loan was never 

obtained due to him not being able to answer the 

security questions.    



ELEMENTS

➢ The suspect when used the created fraudulent 

identity to rent a U-Haul Truck.



ELEMENTS

➢ The suspect then went Ashley Furniture Home Store 

and used the fraudulent identity created to use the 

victim’s real credit account.

➢ The suspect did not have an actual card and did 

not match the information on the original account.

➢ the suspect was able to use this identity to 

purchase furniture and have it charged to the 

victim’s account.  

➢ The furniture was loaded on the U-Haul at the time 

of purchase and the suspect left the store.



ELEMENTS

➢ The suspect then used the U-Haul truck and the 

fraudulent identity at the Sleep-Number store.

➢ The suspect was again able to use the victim’s real 

credit account at this location.



ELEMENTS

➢ The suspect then used the fraudulent identity to 

pawn a tool kit.  The suspect signed the victim’s 

name and gave his thumb print the Pawn 

Transaction Slip.

➢ The original Pawn Transaction Slip with the inked 

print was processed and it came back to the 

suspect.



CONCLUSION

▪ A warrant was issued for the suspect

▪ The suspect was charged with multiple felony 

counts.  

1. Criminal Use of Personal Information  F3

2. Organized Scheme to Defraud  F3

3. Provide False Verification of Ownership of 

Secondhand Dealer  F3

4. Forgery  F3


